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(57) ABSTRACT

A communication device includes: a first communication
section, a second communication section, a storage section,
a determination section, and a control section. The first
communication section communicates with a storage device
based on predefined interface communication standards to
perform data transfer. The second communication section
communicates with an external device in a method other
than the interface communication standards to perform data
transmission. The storage section stores the selected error
code that is previously defined to cause a bit error by noise.
The determination section determines whether or not an
error code indicated by the error information agrees with the
selected error code. The control section, upon determination
by the determination section that the error codes agrees with
each other, gives the first communication section and the
second communication section instructions for cancelling
the data transfer and performing data re-transfer.

6 Claims, 5 Drawing Sheets
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1
COMMUNICATION DEVICE AND
COMMUNICATION METHOD

INCORPORATION BY REFERENCE

This application claims priority to Japanese Patent Appli-
cation No. 2013-177196 filed on 28 Aug. 2013, the entire
contents of which are incorporated by reference herein.

BACKGROUND

This disclosure relates to a communication device and a
communication method communicating with a storage
device to perform data transfer based on predefined interface
communication standards.

The image forming apparatus such as a copier, a printer,
or a facsimile compresses inputted image data and tempo-
rarily saves it in the storage device, extends the compressed
data read from the storage device again, and then executes
image formation processing based on this image data
already subjected to the extension. Moreover, the image
reading device such as a scanner loaded in the copier or the
facsimile compresses read image data and then saves it in the
storage device, and reads out the compressed data from the
storage device when a read command has been inputted and
extends it.

Moreover, used as the storage device is a hard disc storage
device (hereinafter referred to as “HDD”). Data transfer to
and from the HDD is performed based on interface (here-
inafter referred to as “I/F”) standards such as Serial
Advanced Technology Attachment (SATA) standards. Typi-
cally, in the SATA standards, in a case where an error
(abnormality) has occurred in the HDD or a connection port,
or in a case where a transfer error has occurred, it is defined
that an error code indicating contents and a state of the
occurring error is notified and a plurality of error codes are
prepared.

Even when no error occurs in the HDD, as a result of
applying noise to an HDD-loaded device from outside, a bit
error may occur in a reaction signal from the HDD and the
error code indicating that a specific error is occurring may be
notified. In particular, in the image processor such as the
image forming apparatus handling a sheet material such as
recording paper or a document in which static electricity
easily cumulates or the image reading device, static elec-
tricity is easily generated, so that noise caused by the static
electricity is likely to be applied to each device through a
communication cable or a frame. This noise becomes a
factor contributing to, for example, a transfer error.

Thus, known is a technology (technology A) with which
the same data is transferred twice through one serial com-
munication and the first and second data are compared with
each other to make judgment on whether or not the data
communication has been performed properly. Also known is
a technology (technology B) with which upon noise detec-
tion by a noise detection circuit, the data communication is
reset assuming that the SATA-I/F is facing communication
abnormality.

SUMMARY

As one aspect of this disclosure, a technology obtained by
further improving the aforementioned technologies is sug-
gested.

A communication device according to one aspect of this
disclosure includes: a first communication section, a second
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communication section, a storage device, a determination
section, and a control section.

The first communication section communicates with a
storage device based on predefined interface communication
standards to perform data transfer.

The second communication section communicates with
an external device in a method other than the interface
communication standards to perform data transmission.

The storage section stores, of error codes defined in the
interface communication standards, the selected error code
that is previously defined to cause a bit error by noise

The determination section, upon reception of error infor-
mation from the storage device by the first communication
device, determines whether or not an error code indicated by
the error information agrees with the selected error code.

The control section, upon determination by the determi-
nation section that the error codes agrees with each other,
gives the first communication section and the second com-
munication section instructions for cancelling the data trans-
fer and performing data re-transfer

A communication method according to one aspect of this
disclosure includes: a first communication step, a second
communication step, a determination step, and a re-transfer
step.

In the first communication step, communication with a
storage device based on predefined interface communication
standards is made to perform data transfer.

In the second communication step, communication with
an external device in a method other than the interface
communication standards is made to perform data transmis-
sion

In the determination step, in a case where error informa-
tion has been outputted from the storage device after the first
communication step, it is determined whether or not an error
code indicated by the error information agrees with a
selected error code that is included in error codes defined by
the interface communication standards and is previously
defined to cause a bit error by noise.

In the re-transfer step, upon determination that the error
codes agree with each other in the determination step, the
communication based on the interface communication stan-
dards and data transfer in standards other than the interface
communication standards are cancelled and then the data is
re-transferred.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is an elevation cross section showing a structure of
an image forming apparatus;

FIG. 2 is a functional block diagram showing main inner
configuration of the image forming apparatus;

FIG. 3 is a diagram partially showing data configuration
of PXxSERR registers;

FIG. 4 is a flowchart showing a flow of error processing;

FIG. 5A is a diagram illustrating data transfer in a case
where no error occurs;

FIG. 5B is a diagram illustrating data transfer in a case
where time out is awaited after an error and then data
re-transfer is performed; and

FIG. 5C is a diagram illustrating data transfer in a case
where data transfer is performed by using the error process-
ing according to one embodiment of this disclosure.

DETAILED DESCRIPTION

Hereinafter, a communication device and a communica-
tion method according to one embodiment of this disclosure
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will be described with reference to the drawings. FIG. 1 is
an elevation cross section showing a structure of an image
forming apparatus 1 in this embodiment.

The image forming apparatus 1 as one example of the
communication device may be any of, for example, a copier,
a printer, a scanner, and a facsimile or a multifunction
peripheral including these functions. The image forming
apparatus 1 includes: in an apparatus body 11, an operation
section 47, an image formation section 12, a fixing section
13, a paper feed section 14, a document feed section 6, an
image reading section 5, etc.

The operation section 47 receives instructions, including
an image formation operation execution instruction and a
document reading operation execution instruction, from an
operator for various operations and processing executable by
the image forming apparatus 1. The operation section 47
includes a display section 473 displaying, for example, an
operation guide for the operator.

To perform the document reading operation by the image
forming apparatus 1, the image reading section 5 optically
reads an image of a document fed by the document feed
section 6 or a document loaded on document loading glass
161, and generate image data. The image data generated by
the image reading section 5 is saved into an HDD or the like.

To perform the image formation operation by the image
forming apparatus 1, based on, for example, the image data
generated through the aforementioned document reading
operation or the image data saved in the HDD, the image
formation section 12 forms a toner image on recording paper
P as a recording medium fed from the paper feed section 14.
To perform color printing, a magenta image formation unit
12M, a cyan image formation unit 12C, an yellow image
formation unit 12Y, and a black image formation unit 12Bk
included in the image formation section 12, based on images
formed of respective color components composing the
aforementioned image data, respectively form toner images
on photoconductive drums 121 through charging, exposure,
and development processes, and these toner images are
transferred onto an intermediate transfer belt 125 by a
primary transfer roller 126.

The aforementioned toner images of the respective colors
to be transferred onto the intermediate transfer belt 125 are
superposed on one another on the intermediate transfer belt
125 through transfer timing adjustment, thereby forming a
color toner image. A secondary transfer roller 210 transfers,
at a nip part N where it sandwiches the intermediate transfer
belt 125 with a driving roller 125A, the color toner image,
which has been formed on a surface of the intermediate
transfer belt 125, onto the recording paper P conveyed
through a conveyance path 190 from the paper feed section
14. Then the fixing section 13 fixes the toner image on the
recording paper P onto the recording paper P through
thermal compression. The recording paper P on which the
color image has already been formed and then subjected to
the fixing processing is discharged to a discharge tray 151.

The paper feed section 14 includes a plurality of paper
feed cassettes. A control unit to be described later drives,
into rotation, a pick up roller 145 of the paper feed cassette
storing recording paper of a size specified by instructions
from the operator to thereby convey the recording paper P
stored in each paper feed cassette towards the nip part N.

In the image forming apparatus 1, to perform two-sided
printing, the recording paper P on one surface of which the
image has been formed by the image formation section 12 is
nipped by a discharge roller pair 159, and then the recording
paper P is switched back by the discharge roller pair 159 and
is conveyed to an inversion conveyance path 195, and is
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conveyed again by the conveyance roller pair 19 to an area
upstream of the nip part N and the fixing section 13 in a
direction in which the recording paper P is conveyed. As a
result, the image is formed on the other surface of the
recording paper by the image formation section 12.

FIG. 2 is a functional block diagram showing main inner
configuration of the image forming apparatus 1. The image
forming apparatus 1 includes: a control unit 31 (communi-
cation device), the operation section 47, the document feed
section 6, the image reading section 5, the image formation
section 12, the paper feed section 14, a storage device 32,
etc. Hereinafter, components described in FIG. 1 will be
marked with the same numerals and omitted from the
description.

The storage device 32 is a high-capacity storage device
that stores, for example, a document image read by the
image reading section 5, a non-volatile storage device com-
plying with SATA standards, and a magnetic disc device or
an optical disc device. It is needless to say that it may be a
device including a recording medium adopting a different
method. Illustrated as a storage device in this embodiment is
the storage device 32, but instead of the storage device 32,
a storage device such as a memory card, a compact disc
(CD) drive, or a digital video disc (DVD) drive may be
applied, as long as it permits reading and writing of, for
example, image data through communication based on the
SATA standards.

The control unit 31 is composed of for example, a central
processing unit (CPU) 311 (determination section, control
section), a memory 312 (storage section), an interface circuit
(hereinafter referred to as “I/F”’) 41 (second communication
section), and a SATA-I/F 42 (first communication section).
The CPU 311 executes reads out various programs stored in
the memory 312 and performs processing, and performs, for
example, outputting of an instruction signal to the various
functional sections and data transfer and then performs
overall control of the image forming apparatus 1.

The I/F 41 is an interface circuit for performing commu-
nication based on standards other than the SATA standards.
The communication based on the standards other than the
SATA standards is serial communication or parallel com-
munication, and is based on standards with which noise
occurrence cannot be detected from error information trans-
mitted during data transfer. For example, for data commu-
nication between the control unit 31 and the operation
section 47, the document feed section 6, the image reading
section 5, the image formation section 12 and the paper feed
section 14, the serial communication is adopted, and the I/F
41 is a serial I/F in this embodiment.

The SATA-I/F 42 is an interface circuit based on the
SATA standards, and the control unit 31 and the storage
device 32 perform communication based on the SATA
standards. Moreover, the communication based on the SATA
standards are based on standards with which noise occur-
rence can be detected from the error information transmitted
during the data transfer.

Stored in the memory 312 are, in addition to the various
programs, Port x Serial ATA Error (PXxSERR) registers
showing detailed states of errors related to the SATA com-
munication at a port of connection with the storage device
32. FIG. 3 is a diagram partially showing data configuration
of the PXxSERR registers.

Error codes shown in FIG. 3 combine error contents and
bit numbers, and are expressed as, for example,
PxSERR#21. Moreover, error information showing error
states of the error codes combines error contents, bit num-
bers, and one-bit information showing states of the error
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contents. That is, the error information is obtained by adding
the one-bit information to the error codes.

For example, if information of a one-bit information
portion is “0”, this indicates not an error state but normality,
and if the information is “1”, this denotes an error state. In
this embodiment, the PxSERR#21, PxSERR#19, and
PxSERR#16 are set as selected error codes and stored in the
memory 312. It has been found that when static electricity
is transmitted to the storage device 32 as a result of repeat-
edly performing a noise experiment with the static electricity
on the image forming apparatus 1 by the inventor, a bit error
occurs and the one-bit information showing the error states
are rewritten, and the aforementioned error codes (Px-
SERR#21, PxSERR#19, and PxSERR#16) arise.

Here, the CRC Error of PxSERR#21 is an error in cyclic
redundancy check (CRC) as a method of detecting an error
in a frame (called a packet) as one unit in which image data
is transferred. The storage device 32 that has received this
error-accompanied frame abandons this frame. Moreover,
10b-to-8b Decode Error of PxSERR#19 is an error in
encoding from ten bits to eight bits. Moreover, PHYRDY
Change of PxSERR#16 is an error in a change made in a
physical layer ready state (PHYRDY state) indicating that
the storage device 32 is in a preparation state in which
reading and writing can be performed.

Next, one example of the error processing executed by the
CPU 311 will be described. FIG. 4 is a flowchart showing a
flow of the error processing in this embodiment.

First, to perform data transfer based on the SATA stan-
dards to the storage device 32, the CPU 311 performs initial
processing of establishing communication with the storage
device 32 before the data transfer. Then after the commu-
nication establishment, the data transfer processing is per-
formed.

During this data transfer, upon detection by the CPU 311
that the SATA-I/F 42 has received the error information, the
CPU 311 determines to which of the PxIS #26 to #29 the
error code corresponds (Step S11). The PxIS denotes Port x
Interrupt status in the port of connection between the storage
device 32 and the SATA-I/F 42. Here, if the error code does
not correspond to any of the PxIS #26 to #30 (No in step
S11), the CPU 311 ends this error processing.

If'the error code corresponds to any of the PxIS #26 to #29
(Yes in step S11), the CPU 311 determines whether or not
the error code corresponds to the PxSERR #21 (Step S12).
If the error code does not correspond to PxSERR #21 (No in
step S12), the CPU 311 determines whether or not the error
code corresponds to the PXSERR #19 (Step S13). If the error
code does not correspond to the PxSERR #19 (No in step
S13), the CPU 311 determines whether or not the error code
corresponds to the PXSERR #16 (Step S14). That is, the
CPU 311 determines whether or not the error code corre-
sponds to any of the PxSERR #21, PxSERR #19, and
PxSERR #16 as selected error codes that are previously
defined to cause a bit error by noise.

If the received error code does not correspond to any of
the three described above (No in all of steps S12 to S14), that
is, if the error code transmitted from the storage device 32
does not agree with the three selected error codes, noise is
not a cause of the error and thus a different action is taken.

If any of the error codes corresponds to any of the three
selected error codes (Yes in any of steps S12 to S14), the
CPU 311 gives the serial I/F 41 instructions for cancelling
the data transfer and performing re-transfer (step S15). Then
error recovery processing is executed (step S16).

The error recovery processing will be described. The CPU
311 performs the error recovery processing of temporarily
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disconnecting communication between the SATA-I/F 42 and
the storage device 32 and then performing the initial pro-
cessing again to establish communication with the storage
device 32. Note that, however, the error recovery processing
is not limited to this. The error recovery processing may be
processing for restoring a state in which data transfer
between the SATA-I/F 42 and the storage device 32 can be
performed. For example, in a case where permit for access
to the storage device 32 has been lost or this access has been
limited as a result of notifying the error code from the
storage device 32, processing of recovering the right of this
access is also the error recovery processing.

FIGS. 5Ato 5C are diagrams illustrating the data transfer.
FIG. 5A is a diagram showing a case where no error occurs,
FIG. 5B is a diagrams showing a case where time out is
awaited after an error and then data re-transfer is performed,
and FIG. 5C is a diagram showing a case where data transfer
is performed by using error processing according to one
embodiment of this disclosure.

First, transfer of a predefined volume of data is per-
formed, and if no error occurs during the transfer (FIG. 5A),
it is assumed that it takes time T1 from transfer preparation
to end of transfer. Then FIG. 5B shows a case where some
communication trouble has occurred during the same data
transfer. It normally takes only the time T1 described above
from the transfer preparation to the end of transfer, but in a
case where the data transfer does not end even after passage
of predefined time from the time T1 as a result of occurrence
of some trouble, the CPU 311 detects time out and then
causes the serial I/F 41 to perform reset processing of
temporarily cancelling the transfer. Then it causes the trans-
fer preparation and the data transfer to be performed.

FIG. 5C shows a case where this disclosure is applied.
During the data transfer, in a case where the SATA-I/F 42
has received the error information and the error code indi-
cated by this information corresponds to any of PxIS #16,
#19, or #21, the CPU 311 judges that noise has occurred, and
causes the serial I/F 41 to perform the reset processing of
temporarily cancelling the transfer. Then it causes the trans-
fer preparation and the data re-transfer to be performed. That
is, if the CPU 311 has judged from the error information
from the SATA-I/F 42 that noise has occurred, the CPU 311
temporarily cancels the processing during the transfer and
then causes the serial I/F 41 to perform data re-transfer
regardless of whether or not noise has actually occurred.

From the error information of the SATA-I/F 42, it is
unknown whether or not noise has occurred in the serial I/F
41. However, it is highly possible that noise has also
occurred in the serial I/F 41, and leaving it results in failure
to detect a transfer error by time out as shown in FIG. 5B,
so that it takes time until end of the data transfer. Thus, in
this embodiment, the error information received by the
SATA-I/F 42 is used for noise detection of all the I/Fs
included in the control unit 31. This permits start of data
re-transfer without waiting for time out of the data transfer,
which therefore makes it possible to shorten the time taken
until the end of data transfer.

Moreover, for example, in the technology A described
above, timing at which it is judged whether or not data
communication is properly performed is only after the first
and second data transfer, and it can be judged only after
completion of the data transfer whether or not communica-
tion has been properly performed. That is, it takes time until
detection of abnormality occurrence. Moreover, in the tech-
nology B described above, a noise detection circuit is
required, resulting in a cost increase. Further, the detection
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circuit needs to be set at a position where noise on the
SATA-I/F can be detected, limiting configuration of a sub-
strate.

On the contrary, with the image forming apparatus 1
(communication device) and a communication method
according to one embodiment of this disclosure, if the error
code transmitted from the storage device 32 is the error code
(for example, PxSERR #16, #19, or #21) that is previously
defined to cause a bit error by noise, the CPU 311 gives the
serial I/F 41 instructions for temporarily cancelling data
transfer and performing re-transfer, thereby permitting it to
perform the data re-transfer without waiting for time out.
That is, the time taken until the end of data transfer can be
shortened.

Further, by using the error information of the SATA-I/F
42, noise detection in the serial I/F 41 can be performed even
without providing, for example, a noise detection circuit,
which can therefore reduce the cost accordingly.

Moreover, illustrated in the embodiment described above
is an example in which the error codes causing a bit error by
noise such as static electricity are specified as PxSERR #21,
PxSERR #19, and PxSERR #16. However, this example
refers to a case where a noise experiment by static electricity
is performed on the image forming apparatus 1, and is not
limited to the aforementioned three error codes. For
example, the CPU 311, by using any one of the aforemen-
tioned three error codes, may determine whether or not
instructions for cancelling the data transfer and performing
re-transfer are to be given to the serial I/F 41.

Moreover, the embodiment described above has been
described, referring to an example in which this disclosure
is applied to the image forming apparatus 1, but this dis-
closure can also be applied to an image processor repre-
sented by an image reading device, such as a scanner, that
processes image data or an image forming apparatus such as
a printer, or a communication device or an information
processor, such as a computer, that processes various pieces
of data.

Various modifications and alterations of this disclosure
will be apparent to those skilled in the art without departing
from the scope and spirit of this disclosure, and it should be
understood that this disclosure is not limited to the illustra-
tive embodiments set forth herein.

What is claimed is:

1. A communication device comprising:

a first communication section communicating with a
storage device based on predefined interface commu-
nication standards to perform data transfer;

a second communication section communicating with an
external device in a method other than the interface
communication standards to perform data transmission;

a storage section storing, of error codes defined in the
interface communication standards, a selected error
code that is previously defined to cause a bit error by
noise;
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a determination section, upon reception of error informa-
tion from the storage device by the first communication
section, determining whether or not an error code
indicated by the error information agrees with the
selected error code; and

a control section, upon determination by the determina-
tion section that the error code indicated by the error
information agrees with the selected error code, giving
the first communication section and the second com-
munication section instructions for cancelling the data
transfer and performing data re-transfer.

2. The communication device according to claim 1,

wherein the interface communication standards are com-
munication standards permitting judgment, based on
the error code indicated by the error information, that
noise has occurred in a data transfer source and a data
transfer destination during the data transfer.

3. The communication device according to claim 1,

wherein the interface communication standards are
Serial-ATA standards.

4. The communication device according to claim 1,

wherein the control section, after giving the instructions
for cancelling the data transfer and performing the data
re-transfer, executes error recovery processing for
restoring a state in which data transfer between the first
communication section and the storage device can be
performed.

5. The communication device according to claim 1,

wherein the selected error code includes at least one of an
error code indicating an error in a cyclical redundancy
check, an error code indicating an error in processing of
encoding from ten bits to eight bits, and an error code
indicating an error with a change in a PHYRDY state.

6. A communication method comprising:

a first communication step of communicating with a
storage device based on predefined interface commu-
nication standards to perform data transfer;

a second communication step of communicating with an
external device in a method other than the interface
communication standards to perform data transmission;

a determination step of; in a case where error information
has been outputted from the storage device after the
first communication step, determining whether or not
an error code indicated by the error information agrees
with a selected error code that is included in error codes
defined by the interface communication standards and
is previously defined to cause a bit error by noise; and

a re-transfer step of, upon determination that the error
code indicated by the error information agrees with the
selected error code in the determination step, cancelling
the data transfer based on the interface communication
standards and the data transfer in standards other than
the interface communication standards and then per-
forming data re-transferring.
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